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Statistics -- Primary Current Assignee(s)
 101  Intel
 35  IBM
 27  Vmware, Inc.
 22  Dell Software Inc.
 16  Microsoft Technology Licensing, LLC
 13  Parallels IP Holdings GmbH
 12  Brocade Communications Systems, In...
 10  Sony Interactive Entertainment Inc.
 121  others

---------------------------------
Total:  357 Items

Statistics -- First Named Inventor
 22  Sim-Tang, Siew Yong
 15  Ellison, Carl M.
 9  Neiger, Gilbert
 9  Sargaison, Stewart
 8  Bennett, Steven M.
 8  van Rietschote, Hans F.
 7  Grawrock, David W.
 5  Brickell, Ernie F.
 5  Cheng, Yu Qing
 5  Kozuch, Michael A.
 5  Rozman, Allen F.
 5  Sutton, II, James A.
 5  Tene, Gil
 5  van der Made, Peter A. J
 4  Grechishkin, Alexander V.
 4  McKeen, Francis X.
 3  Agesen, Ole
 3  Bissett, Thomas D.
 3  Budko, Dmitriy
 3  Chen, Xiaoxin
 3  Dobrovolskiy, Nikolay N.
 3  Drepper, Ulrich
 3  Excoffier, Franck
 3  Fleischmann, Marc
 3  Fultheim, Shai
 3  Hattori, Naoya
 3  Noonan, III, Donal Charles
 3  Omelyanchuk, Andrey A.
 3  Poisner, David I.
 3  Robinson, Scott H.
 3  Wong, Kai C.
 2  Abraham, Vineet M.
 2  Adams, Keith
 2  Anderson, Andrew V.
 2  Beloussov, Serguei M
 2  Bennett, Steve
 2  Bozek, James J.
 2  Brickell, Ernest F.
 2  Campbell, Randolph L.
 2  Challener, David C.
 2  Chin, Bill Ying
 2  Cota-Robles, Eric C.
 2  Cota-Robles, Erik C.
 2  Dholakia, Mehul
 2  Fulton, Mike Stephen
 2  Graham, Robert David
 2  Graunke, Gary L.
 2  Hall, Clifford D.
 2  Hartz, George
 2  Ide, Curtis E.
 153  others
---------------------------------
Total:  357 Items

Statistics -- Primary Main Classes
 60  713 Electrical computers and digital processing systems: su...
 57  718 Electrical computers and digital processing systems: vi...
 46  711 Electrical computers and digital processing systems: me...
 37  unspecified
 34  726 Information security
 21  717 Data processing: software development, installation and...
 20  703 Data processing: structural design, modeling, simulatio...
 17  707 Data processing: database and file management or data s...
 16  714 Error detection/correction and fault detection/recovery
 15  709 Electrical computers and digital processing systems: mu...
 6  380 Cryptography
 6  710 Electrical computers and digital data processing systems...
 6  719 Electrical computers and digital processing systems: int...
 5  712 Electrical computers and digital data processing systems...
 3  715 Data processing: presentation processing of document
 2  382 Image analysis
 2  705 Data processing: financial, business practice, managemen...
 1  1
 1  379 Telephonic communications
 1  455 Telecommunications
 1  700 Data processing: generic control systems or specific app...
---------------------------------
Total:  357 Items

6397242(18,356) VMWar
Devine, Scott W.; Bugnion, Edo
Virtualization system including a
virtual machine monitor for a comp...

6567837(22,18) IQ Syst
Robinson, Jeffrey I.
Object oriented processor arrays

6694457(16,41) HP Deve
McKee, Bret A.
System and method for monitoring
execution of privileged instructions...

6725289(9,97) VMware, I
Waldspurger, Carl A.; Nelson, Mi
Transparent address remapping for
high-speed I/O...

6757778(23,69) CA: Veri
van Rietschote, Hans F.
Storage management system

6760441(132,43) Intel
Ellison, Carl M.; Golliver, Roger 
Generating a key hieararchy for us
e in an isolated execution environm...

6769058(136,8) Intel
Ellison, Carl M.; Golliver, Roger 
Resetting a processor in an isolate
d execution environment

6820177(144,10) Intel
Poisner, David I.
Protected configuration space in a
protected environment...

6907600(171,94) Intel
Neiger, Gilbert; Chou, Stephen; 
Virtual translation lookaside buffer

6934817(206,22) Intel
Ellison, Carl M.; Golliver, Roger 
Controlling access to multiple
memory zones in an isolated exec...

6941458(176,14) Intel
Ellison, Carl M.; Golliver, Roger 
Managing a secure platform using 
a hierarchical executive architectur...

6957332(174,12) Intel
Ellison, Carl M.; Golliver, Roger 
Managing a secure platform using 
a hierarchical executive architectur...

6961806(9,83) VMware, I
Agesen, Ole; Subrahmanyam, Pr
System and method for detecting
access to shared structures and fo...

6968469(17,44) CA: Intel
Fleischmann, Marc; Anvin, H. Pet
System and method for preserving
internal processor context when th...

6990579(181,24) Intel
Herbert, Howard C.; Grawrock, D
Platform and method for remote
attestation of a platform...

6996710(170,34) Intel
Ellison, Carl M.; Golliver, Roger 
Platform and method for issuing an
d certifying a hardware-protected at...

6996748(211,16) CA: Ali
Uhlig, Richard; Anderson, Andr
Handling faults associated with
operation of guest software in the v...

7013481(133,26) Intel
Ellison, Carl M.; Golliver, Roger 
Attestation key memory device and
bus...

7013484(213,29) CA: Ali
Ellison, Carl M.; Golliver, Roger 
Managing a secure environment
using a chipset in isolated executio...

7020738(211,9) Intel
Neiger, Gilbert; Chou, Stephen; 
Method for resolving address space
conflicts between a virtual machine...

7024555(209,26) Intel
Kozuch, Michael A.; Sutton, II, J
Apparatus and method for unilatera
lly loading a secure operating syste...

7028149(206,48) Intel
Grawrock, David W.; Sutton, II, J
System and method for resetting a
platform configuration register...

7035963(207,28) Intel
Neiger, Gilbert; Chou, Stephen; 
Method for resolving address space
conflicts between a virtual machine...

7058807(188,30) Intel
Grawrock, David W.; Sutton, II, J
Validation of inclusion of a platform
within a data center...

7069442(214,33) Intel
Sutton, II, James A.; Grawrock, D
System and method for execution o
f a secured environment initializatio...

7073042(207,16) Intel
Uhlig, Richard; Neiger, Gilbert; 
Reclaiming existing fields in addres
s translation data structures to exte...

7073071(116,8) Intel
Ellison, Carl M.; Golliver, Roger 
Platform and method for generating
and utilizing a protected audit log...

7076669(186,2) Intel
Poisner, David I.; Grawrock, Davi
Method and apparatus for
communicating securely with a tok...

7082615(175,36) Intel
Ellison, Carl M.; Golliver, Roger 
Protecting software environment in
isolated execution...

7085935(140,8) CA: Alib
Ellison, Carl M.; Golliver, Roger 
Managing a secure environment
using a chipset in isolated executio...

7089418(195,8) Intel
Ellison, Carl M.; Golliver, Roger 
Managing accesses in a processor
for isolated execution...

7092869(32,4) CA: Amda
Hilton, Ronald
Memory address prediction under
emulation...

7093086(38,180) CA: Ver
van Rietschote, Hans F.
Disaster recovery and backup usin
g virtual machines

7093239(92,237) CA: Pal
van der Made, Peter A. J
Computer immune system and
method for detecting unwanted co...

7096497(185,13) Intel
Ellison, Carl M.; Golliver, Roger 
File checking using remote signing
authority via a network...

7103529(15,59) Intel
Zimmer, Vincent J.
Method for providing system integrit
y and legacy environment emulatio...

7103771(189,37) Intel
Grawrock, David W.
Connecting a virtual token to a
physical token...

7117376(205,27) Intel
Grawrock, David W.
Platform and method of creating a
secure boot that enforces proper u...

7124273(45,11) Intel
Glew, Andy; Kozuch, Michael A.;
Method and apparatus for translatin
g guest physical addresses in a virt...

7124327(212,19) CA: Ali
Bennett, Steve; Anderson, Andr
Control over faults occurring during
the operation of guest software in t...

7127548(208,11) Intel
Bennett, Steve; Anderson, Andr
Control register access virtualizatio
n performance improvement in the...

7130466(237,27) CA: IBM
Seeber, Rene
System and method for compiling
images from a database and comp...

7139890(158,21) Intel
Moran, Douglas R.; Hall, Clifford
Methods and arrangements to
interface memory...

7142674(211,12) Intel
Brickell, Ernie F.
Method of confirming a secure key
exchange...

7143398(14,11) Chang; 
Chang, Che-An; Chang, Tze-Hao
Application infa operating system

7146305(236,66) CA: IBM
van der Made, Peter A. J.
Analytical virtual machine

7162649(236,62) CA: IBM
Ide, Curtis E.; Brass, Philip C.; D
Method and apparatus for network
assessment and authentication...

7165181(205,29) Intel
Brickell, Ernie F.
System and method for establishin
g trust without revealing identity

7177967(228,20) Intel
Jeyasingh, Stalinselvaraj; Ander
Chipset support for managing
hardware interrupts in a virtual ma...

7178166(239,244) CA: I
Taylor, Patrick; Mewett, Scott; Br
Vulnerability assessment and
authentication of a computer by a l...

7191440(225,74) Intel
Cota-Robles, Erik; Schoenberg, 
Tracking operating system process
and thread execution and virtual m...

7194634(134,16) Intel
Ellison, Carl M.; Golliver, Roger 
Attestation key memory device and
bus...

7213246(60,134) CA: Ver
van Rietschote, Hans F.; Panema
Failing over a virtual machine

7215781(199,1) Intel
Grawrock, David W.
Creation and distribution of a secret
value between two devices...

7222203(19,35) Intel
Madukkarumukumana, Rajesh S.
Interrupt redirection for virtual
partitioning...

7222221(10,45) VMware, 
Agesen, Ole; Subrahmanyam, Pr
Maintaining coherency of derived
data in a computer system...

7225441(178,56) Intel
Kozuch, Michael; Chou, Stephen
Mechanism for providing power
management through virtualization...

7237051(208,15) Intel
Bennett, Steven M.; Cota-Robles,
Mechanism to control hardware
interrupt acknowledgement in a virt...

7237264(247,117) CA: I
Graham, Robert David; Kavaler, 
System and method for preventing
network misuse...

7246200(69,35) CA: Veri
van Rietschote, Hans F.; Saptars
Provisioning and snapshotting usin
g copy on read/write and transient v...

7266637(59,21) CA: Clou
van Rietschote, Hans F.
Storage management system

7278030(8,32) VMWare, 
Chen, Xiaoxin; Munoz, Alberto J.
Virtualization system for computers
having multiple protection mechani...

7287197(208,5) Intel
Bennett, Steven M.; Anderson, 
Vectoring an interrupt or exception
upon resuming operation of a virtu...

7296267(220,52) Intel
Cota-Robles, Erik C.; Campbell, 
System and method for binding
virtual machines to hardware conte...

7302511(228,12) Intel
Jeyasingh, Stalinselvaraj; Ander
Chipset support for managing
hardware interrupts in a virtual ma...

7305592(219,18) Intel
Neiger, Gilbert; Anderson, Andr
Support for nested fault in a virtual
machine environment...

7308576(191,4) Intel
Glew, Andrew F.; Sutton, James 
Authenticated code module

7313669(222,6) Intel
Neiger, Gilbert; Chou, Stephen; 
Virtual translation lookaside buffer

7318141(85,4) Intel
Bennett, Steve M.; Neiger, Gilbert
Methods and systems to control
virtual machines...

7340573(10,28) Arm Limi
Watt, Simon Charles
Apparatus and method for controllin
g access to a memory unit

7340776(247,39) CA: Tre
Zobel, Robert David; Dodd, Timo
Method and system for configuring
and scheduling security audits of a...

7356735(216,6) Intel
Bennett, Steven M.; Anderson, 
Providing support for single steppin
g a virtual machine in a virtual mac...

7356817(159,25) Intel
Cota-Robles, Erik C.; Flautner, Kr
Real-time scheduling of virtual
machines...

7366305(237,5) CA: Beiji
Brickell, Ernie F.
Platform and method for establishin
g trust without revealing identity

7366849(116,5) Intel
Poisner, David I.
Protected configuration space in a
protected environment...

7370360(258,95) CA: Pal
van der Made, Peter A. J.
Computer immune system and
method for detecting unwanted co...

7373451(14,34) Stanford
Lam, Monica Sin-Ling; Sapuntza
Cache-based system management
architecture with virtual appliances,...

7389427(172,15) Intel
McKeen, Francis X.; Reneris, Ke
Mechanism to secure computer
output from software attack using i...

7392415(189,3) Intel
Grawrock, David W.; Poisner, Da
Sleep protection

7395405(210,19) Intel
Anderson, Andrew V.; Kagi, Alai
Method and apparatus for supportin
g address translation in a virtual ma...

7401230(6,25) Intel
Campbell, Randolph L.; Galal, G
Secure virtual machine monitor to
tear down a secure execution envir...

7409330(24,10) Toshiba
Kumamoto, Danny N.
Method and system for software
debugging using a simulator...

7415708(143,23) Intel
Knauerhase, Robert C.; Tewari, V
Virtual machine management using
processor state information...

7418584(9,30) CA: Globa
Klaiber, Alexander C.; Strongin, 
Executing system management
mode code as virtual machine gue...

7424709(212,20) Intel
Neiger, Gilbert; Bennett, Steven 
Use of multiple virtual machine
monitors to handle privileged event...

7448079(61,121) Ernst &
Tremain, Geoffrey Donald
Method and apparatus for providing
computer services...

7454611(214,3) Intel
Brickell, Ernie F.
System and method for establishin
g trust without revealing identity

7461148(47,39) CA: Para
Beloussov, Serguei M; Protassov
Virtual private server with isolation 
of system components

7464183(10,7) Nvidia Co
Ioffe, Maksim; Maufer, Thomas A
Apparatus, system, and method to
prevent address resolution cache s...

7480806(216,9) Intel
Grawrock, David W.
Multi-token seal and unseal

7480908(24,14) Azul Sys
Tene, Gil; Wolf, Michael A.; Seng
Segmented virtual machine transpo
rt mechanism

7487367(17,23) Arm Limi
Belnet, Lionel; Chaussade, Nicol
Apparatus and method for managin
g access to a memory

7490070(234,11) Intel
Brickell, Ernest F.
Apparatus and method for proving t
he denial of a direct proof signature

7496495(25,19) CA: Micr
Solomon, Andrew R.; Morais, Di
Virtual operating system device
communication relying on memory...

7499590(253,17) IBM
Seeber, Rene
System and method for compiling
images from a database and comp...

7506338(9,76) IBM
Alpern, Bowen L.; Auerbach, Jo
Method and apparatus for simplifyin
g the deployment and serviceability...

7516330(215,2) Intel
Ellison, Carl M.; Sutton, James A
Platform and method for establishin
g provable identities while maintaini...

7530103(32,9) CA: Micro
Willman, Bryan Mark; England, P
Projection of trustworthiness from a
trusted environment to an untruste...

7533229(65,38) CA: Veri
van Rietschote, Hans F.
Disaster recovery and backup usin
g virtual machines

7536688(24,5) Azul Syst
Tene, Gil; Pillalamarri, Shyam Pr
Segmented virtual machine

7546457(214,13) Intel
Sutton, II, James A.; Grawrock, D
System and method for execution o
f a secured environment initializatio...

7552426(9,20) CA: Micro
Traut, Eric
Systems and methods for using
synthetic instructions in a virtual m...

7555592(6,13) CA: Paral
Koryakin, Alexey B.; Dobrovolski
Kernel acceleration technology for
virtual machine optimization...

7565549(253,13) IBM
Satterlee, Thomas James; Hacke
System and method for the manag
ed security control of processes on...

7568189(20,13) CA: Sony
Suba, Victor; Saragaison, Stewar
Code translation and pipeline
optimization...

7574709(20,25) CA: Micr
Erlingsson, Ulfar; Wobber, Edwa
VEX-virtual extension framework

7574740(244,65) IBM
Kennis, Peter H.
Method and system for intrusion
detection in a computer network...

7581219(13,22) Intel
Neiger, Gilbert; Bennett, Steven 
Transitioning between virtual
machine monitor domains in a virtu...

7596654(25,21) CA: Veri
Wong, Kai C.
Virtual machine spanning multiple
computers...

7603670(65,36) Symant
van Rietschote, Hans F.
Virtual machine transfer between
computer systems...

7607011(56,4) Rockwell
Johnson, Tony L.; Shelton, Greg
System and method for multi-level
security on a network...

7610611(208,2) CA: Micr
Moran, Douglas R.; Acharya, Sati
Prioritized address decoder

7620949(206,2) Intel
Bennett, Steven M.; Anderson, 
Method and apparatus for facilitatin
g recognition of an open event wind...

7620953(8,41) Azul Syst
Tene, Gil; Pillalamarri, Shyam Pr
System and method for allocating
resources of a core space among...

7631196(235,5) Intel
Kozuch, Michael A.; Sutton, Jam
Method and apparatus for loading a
trustable operating system...

7634800(238,99) IBM
Ide, Curtis E.; Brass, Philip C.; D
Method and apparatus for network
assessment and authentication...

7636844(264,6) Intel
Bajikar, Sundeep M.
Method and system to provide a
trusted channel within a computer...

7640543(7,15) Intel
Vij, Mona; Rozas, Carlos V.; Ran
Memory isolation and virtualization
among virtual machines...

7647589(27,43) CA: Para
Dobrovolskiy, Nikolay N.; Omely
Methods and systems for safe
execution of guest code in virtual...

7653794(17,54) CA: Micr
Michael, Michael L.; Scheidel, Wil
Converting physical machines to
virtual machines...

7653835(17,0) CA: Leno
Locker, Howard J.; Cromer, Daryl
Apparatus and methods for improv
ed computer system error reporting...

7657419(236,65) IBM
van der Made, Peter A. J.
Analytical virtual machine

7657938(252,9) IBM
Palmer, Jr., Bernard Paul; Graha
Method and system for protecting
computer networks by altering unw...

7673137(257,11) IBM
Satterlee, Thomas James; Hacke
System and method for the manag
ed security control of processes on...

7673308(11,37) Symant
McMillan, John; Chirhart, Gary
Virtual OS computing environment

7680250(104,3) CA: Integ
Zilles, Russell; Coleman, Bill; Bri
Interactive method and system of
testing an automated call telephoni...

7680834(216,23) CA: Dell
Sim-Tang, Siew Yong
Method and system for no downtim
e resychronization for real-time, co...

7684973(7,0) BULL HN In
Guenthner, Russell W.; Bohult, S
Performance improvement for
software emulation of central proce...

7689602(216,18) CA: Dell
Sim-Tang, Siew Yong
Method of creating hierarchical
indices for a distributed object syst...

7689817(8,5) Intel
Zimmer, Vincent J.; Long, Qin
Methods and apparatus for defeatin
g malware

7690033(41,4) CA: Viirii,
Pernia, Marcos Benjamine
Electronic computer system secure
d from unauthorized access to and...

7694121(51,11) CA: Micr
Willman, Bryan Mark; England, P
System and method for protected
operating system boot using state...

7694301(9,0) CA: Intellec
Laredo, Nathan; Torvalds, Linus
Method and system for supporting
input/output for a virtual machine...

7702743(45,6) CA: Verit
Wong, Kai C.
Supporting a weak ordering memor
y model for a virtual physical addre...

7712138(252,25) IBM
Zobel, Robert David; Dodd, Timo
Method and system for configuring
and scheduling security audits of a...

7725642(4,1) Hitachi
Tsushima, Yuji; Moriki, Toshiomi
Method and program for partitionin
g a physical computer into logical p...

7730318(26,8) CA: Micro
Kurien, Thekkthalackal Varugis; 
Integration of high-assurance featur
es into an application through appli...

7730330(304,11)
Fleischmann, Marc; Anvin, H. Pet
System and method for saving and
restoring a processor state without...

7739521(211,1) Intel
Brickell, Ernie F.
Method of obscuring cryptographic
computations...

7756943(53,18) CA: Veri
Wong, Kai C.
Efficient data transfer between
computers in a virtual NUMA syst...

7765543(18,15) VMware, 
Weissman, Boris; Budko, Dmitriy
Selective descheduling of idling
guests running on a host computer...

7770050(56,7) CA: Sony 
Sargaison, Stewart; Suba, Victor;
Method and apparatus for resolving
clock management issues in emula...

7770225(238,13) IBM
Hammond, Nicolas J.
Method and apparatus for auditing
network security...

7783838(11,12) VMware, 
Agesen, Ole; Subrahmanyam, Pr
Maintaining coherency of derived
data in a computer system...

7788521(221,32) CA: Dell
Sim-Tang, Siew Yong
Method and system for virtual on
-demand recovery for real-time, con...

7788669(11,16) CA: Micr
England, Paul; Peinado, Marcus;
System for isolating first computing
environment from second executio...

7792666(56,5) CA: Sony 
Sargaison, Stewart; Suba, Victor
Translation block invalidation
prehints in emulation of a target sy...

7793111(160,0) Intel
McKeen, Francis X.; Smith, Lawr
Mechanism to handle events in a
machine with isolated execution...

7793286(23,5) Intel
Bennett, Steven M.; Neiger, Gilbe
Methods and systems to manage
machine state in virtual machine o...

7793287(33,3) CA: Hewle
Lowell, David E.
Runtime virtualization and devirtuali
zation of I/O devices by a virtual ma...

7797512(50,24) Oracle 
Cheng, Yu Qing; Favor, John Gr
Virtual core management

7802073(50,37) Oracle 
Cheng, Yu Qing; Favor, John Gr
Virtual core management

7802085(297,8) Intel
Graunke, Gary L.
Apparatus and method for distributi
ng private keys to an entity with min...

7802248(13,11) VMware, 
Broquere, Stephane; Hochuli, St
Managing a service having a plurali
ty of applications using virtual mach...

7805710(21,16) IBM
North, Geraint
Shared code caching for program
code conversion...

7810092(75,25) CA: Veri
van Rietschote, Hans F.; Saptars
Central administration and mainten
ance of workstations using virtual m...

7813909(57,1) CA: Sony 
Sargaison, Stewart; Suba, Victor
Register mapping in emulation of a
target system on a host system...

7814287(14,22) CA: Citri
Pratt, Ian
Using writeable page tables for
memory address translation in a hy...

7818808(215,29) Intel
Neiger, Gilbert; Chou, Stephen; 
Processor mode for limiting the
operation of guest software runnin...

7836275(215,3) Intel
Anderson, Andrew V.; Kagi, Alai
Method and apparatus for supportin
g address translation in a virtual ma...

7840790(6,5) VMware, In
Sekhar, Vishnu Mohan; Hutchins
Method and system for providing
device drivers in a virtualization sy...

7840962(230,6) Intel
Neiger, Gilbert; Bennett, Steven 
System and method for controlling
switching between VMM and VM u...

7845008(22,6) CA: Leno
Waltermann, Rod D.; Mese, John
Virus scanner for journaling file
system...

7853928(11,3) IBM
Attinella, John Eric
Creating a physical trace from a
virtual trace...

7854004(94,8) CA: Palo 
van der Made, Peter A. J.
Computer immune system and
method for detecting unwanted co...

7861245(209,0) Intel
Bennett, Steven M.; Anderson, 
Method and apparatus for facilitatin
g recognition of an open event wind...

7865893(19,107) CA: Pa
Omelyanchuk, Andrey A.; Dobro
System and method for starting
virtual machine monitor in common...

7873700(96,21) NetApp, 
Pawlowski, Brian; Srinivasan, Mo
Multi-protocol storage appliance tha
t provides integrated support for file...

7877552(7,2) CA: Stratus
Leveille, Paul A.; Bissett, Thoma
Symmetric multiprocessor fault
tolerant computer system...

7877747(37,3) CA: Hewle
Magenheimer, Daniel J.
Flexible operating system operable
as either native or as virtualized...

7890689(14,16) Stanford
Lam, Monica Sin-Ling; Sapuntza
Virtual appliance management

7900017(216,4) Intel
Hall, Clifford D.; Campbell, Rand
Mechanism for remapping post
virtual machine memory pages...

7904913(228,24) CA: Dell
Sim-Tang, Siew Yong; Fraisl, Da
Management interface for a system
that provides automated, real-time,...

7908646(4,3) VMware, In
Chen, Xiaoxin; Munoz, Alberto J.
Virtualization system for computers
having multiple protection mechani...

7913226(28,9) CA: Hewle
Lowell, David E.; Tice, Caroline 
Interposing a virtual machine monit
or and devirtualizing computer hard...

7913303(253,45) IBM
Rouland, Christopher Jay; Becke
Method and system for dynamically
protecting a computer system from...

7921293(218,0) Intel
Kozuch, Michael A.; Sutton, II, J
Apparatus and method for unilatera
lly loading a secure operating syste...

7921459(253,27) IBM
Houston, Gregory Neil; Kobsa, 
System and method for managing
security events on a network...

7934254(238,20) IBM
Graham, Robert David
Method and apparatus for providing
network and computer system sec...

7937525(11,2) Intel
Mondal, Sanjoy K.; Farrell, Rober
Method and apparatus for decoding
a virtual machine control structure i...

7953588(59,3) IBM
Altman, Erik Richter; Nair, Ravi; 
Method and system for efficient
emulation of multiprocessor addres...

7954093(4,2) IBM
Fulton, Mike Stephen
Load time instruction substitution

7957952(72,1) CA: Sony 
Sargaison, Stewart; Suba, Victor
Translation block invalidation
prehints in emulation of a target sy...

7975117(34,0) CA: Micro
Peinado, Marcus; England, Paul;
Enforcing isolation among plural
operating systems...

7979404(231,18) CA: Dell
Sim-Tang, Siew Yong
Extracting data changes and storin
g data history to allow for instantan...

7979441(232,16) CA: Dell
Sim-Tang, Siew Yong
Method of creating hierarchical
indices for a distributed object syst...

7984304(48,85) VMware, 
Waldspurger, Carl A.; Agesen, Ol
Dynamic verification of validity of
executable code...

7987432(27,30) CA: Para
Grechishkin, Alexander V.; Korya
Seamless integration and installatio
n of non-native application into nati...

7996659(40,2) Atmel Cor
Renno, Erik K.; Strom, Oyvind; E
Microprocessor instruction that
allows system routine calls and ret...

8001543(18,2) IBM
Wooldridge, James L.; Bozek, J
Direct-memory access between
input/output device and physical m...

8006243(257,7) IBM
Lum, Clinton Edward
Method and apparatus for remote
installation of network drivers and...

8014530(298,6) Intel
Brickell, Ernest; Graunke, Gary; 
Method and apparatus for authentic
ated, recoverable key distribution w...

8014993(19,0) CA: Monte
Watson, Lynn; Stokes, DeVerl; N
Transportable volume, local
environment repository...

8024730(13,1) Intel
Campbell, Randolph L.; Galal, G
Switching between protected mode
environments utilizing virtual machi...

8037314(262,3) Intel
Wood, Matthew D.; Brickell, Erni
Replacing blinded authentication
authority...

8041958(21,1) CA: Leno
Challener, David C.; Davis, Mark 
Method for preventing malicious
software from execution within a c...

8046468(21,8) VMware, I
Isci, Canturk; Wang, Chengwei; 
Process demand prediction for
distributed power and resource ma...

8051111(29,3) Prowess 
Noonan, III, Donal Charles
Method and system for modularizin
g windows imaging format

8060356(80,2) CA: Sony 
Sargaison, Stewart
Processor emulation using fragmen
t level translation

8060722(8,5) VMware, In
Adams, Keith; Rihan, Sahil
Hardware assistance for shadow
page table coherence with guest p...

8060889(233,16) CA: Dell
Sim-Tang, Siew Yong
Method and system for real-time
event journaling to provide enterpri...

8079034(90,5) Intel
Bennett, Steven M.; Anderson, 
Optimizing processor-managed
resources based on the behavior o...

8095915(31,0) Ericsson
Winberg, Mats; Winberg, Lars; L
Data value coherence in computer
systems...

8095929(26,49) VMware, 
Ji, Minwen; Waldspurger, Carl A.
Method and system for determining
a cost-benefit metric for potential vi...

8099575(6,0) Hitachi
Hattori, Naoya; Moriki, Toshiomi;
Virtual machine control program an
d virtual machine system

8104034(42,1) Red Hat, I
Drepper, Ulrich
Purpose domain for in-kernel virtual
machine for low overhead startup...

8104035(4,1) Hitachi
Hattori, Naoya; Moriki, Toshiomi;
Program for controlling a virtual
computer and computer system for...

8108429(246,34) CA: Dell
Sim-Tang, Siew Yong; Fraisl, Da
System for moving real-time data
events across a plurality of devices...

8117554(30,25) Parallels
Grechishkin, Alexander A.; Kuzki
Seamless integration of non-native
widgets and windows with dynamic...

8131535(74,0) CA: Sony 
Sargaison, Stewart; Suba, Victor
Translation block invalidation
prehints in emulation of a target sy...

8131723(232,24) CA: Dell
Sim-Tang, Siew Yong
Recovering a file system to any poi
nt-in-time in the past with guarante...

8140872(304,0)
Fleischmann, Marc; Anvin, H. Pet
Restoring processor context in
response to processor power-up...

8146078(217,10) Intel
Bennett, Steven M.; Neiger, Gilbe
Timer offsetting mechanism in a
virtual machine environment...

8151140(247,11) CA: Dell
Sim-Tang, Siew Yong
Method and system for virtual on
-demand recovery for real-time, con...

8156343(218,3) Intel
Robinson, Scott H.; Espinosa, G
Accessing private data about the st
ate of a data processing machine fr...

8156490(25,17) IBM
Bozek, James J.; Stephens, Rob
Dynamic migration of virtual
machine computer programs upon...

8170859(5,7) Intel
Christensson, Magnus; Rydh, S
Methods, apparatuses and comput
er program products for simulating...

8176488(32,6) Parallels 
Dobrovolskiy, Nikolay N.; Omely
Methods and systems for determini
ng potentially unsafe instructions in...

8185734(221,3) Intel
Sutton, II, James A.; Grawrock, D
System and method for execution o
f a secured environment initializatio...

8185883(11,0) IBM
Fulton, Mike Stephen
Instruction exploitation through load
er late fix-up

8195628(253,10) CA: Dell
Sim-Tang, Siew Yong
Method and system for data reducti
on

8195914(221,1) Intel
Hall, Clifford D.; Campbell, Rand
Mechanism for remapping post
virtual machine memory pages...

8200706(253,12) CA: Dell
Sim-Tang, Siew Yong
Method of creating hierarchical
indices for a distributed object syst...

8205032(11,0) Intel
Mondal, Sanjoy K.; Farrell, Rober
Virtual machine control structure
identification decoder...

8205241(10,0) CA: Micro
Lakshminarayanan, Karthik; Pate
Detection of hardware-based virtual
machine environment...

8225315(73,4) Oracle A
Cheng, Yu Qing; Favor, John Gr
Virtual core management

8234514(58,1) CA: Sony 
Sargaison, Stewart; Suba, Victor;
Method and apparatus for resolving
clock management issues in emula...

8244955(12,0) Hitachi
Nakamura, Shuji; Takada, Masan
Storage system and its controlling
method...

8250519(32,8) VMware, I
Budko, Dmitriy; Chen, Xiaoxin; 
Forcing registered code into an
execution context of guest softwar...

8266395(5,1) VMware, In
Li, Christopher
Detecting attempts to change
memory...

8276138(26,0) Azul Syst
Tene, Gil; Wolf, Michael A.; Seng
Segmented virtual machine transpo
rt mechanism

8281308(68,11) Oracle 
Cheng, Yu Qing; Favor, John Gr
Virtual core remapping based on
temperature...

8296551(111,7) VMware, 
Bugnion, Edouard
Binary translator with precise
exception synchronization mechani...

8296762(146,3) Intel
Knauerhase, Robert C.; Tewari, V
Virtual machine management using
processor state information...

8301777(13,0) Quanta C
Lam, Barry; Chang, Ted
Network object delivery system for
personal computing device...

8307360(19,1) AMD
Serebrin, Benjamin C.
Caching binary translations for virtu
al machine guest

8326449(32,5) CA: Sentill
Hartz, George; Nale, Chad; Fusar
Augmenting a virtual machine hosti
ng environment from within a virtual...

8327390(23,3) CA: Micro
Erlingsson, Ulfar Us; Wobber, E
VEX--virtual extension framework

8336048(26,0) Azul Syst
Tene, Gil; Wolf, Michael A.; Seng
Reducing latency in a segmented
virtual machine...

8352523(254,1) CA: Dell
Sim-Tang, Siew Yong
Recovering a file system to any poi
nt-in-time in the past with guarante...

8352938(34,14) IBM
Hunt, Jennifer A.; Shultz, Steven
System, method and program to
migrate a virtual machine...

8352944(27,3) VMware, I
Weissman, Boris; Budko, Dmitriy
Selective descheduling of idling
guests running on a host computer...

8356297(38,0) Azul Syst
Posva, Ivan; Grove, Daniel Dwigh
External data source redirection in
segmented virtual machine...

8364643(9,2) Red Hat Isr
Benari, Amos
Method and system thereof for
restoring virtual desktops...

8364648(255,39) CA: Dell
Sim-Tang, Siew Yong
Recovering a database to any point
-in-time in the past with guaranteed...

8365017(257,4) CA: Dell
Sim-Tang, Siew Yong
Method and system for virtual on
-demand recovery

8365297(77,47) CA: AO 
Parshin, Yury G.; Pintiysky, Vladi
System and method for detecting
malware targeting the boot proces...

8370838(21,18) Parallels
Omelyanchuk, Andrey A.; Torma
System and method for starting a
cloud-based virtualization system...

8375248(255,4) CA: Dell
Sim-Tang, Siew Yong
Method and system for virtual on
-demand recovery

8386788(259,0) Intel
Kozuch, Michael A.; Sutton, II, J
Method and apparatus for loading a
trustable operating system...

8387031(34,1) IBM
Inglis, Derek B.; Mitran, Marcel; 
Providing code improvements for
nested virtual machines...

8392171(66,0) CA: Sony 
Sargaison, Stewart; Suba, Victor
Register mapping in emulation of a
target system on a host system...

8392628(11,2) CA: Hewle
Santos, Jose Renato G.; Turner, 
Sharing memory spaces for access
by hardware and software in a virtu...

8402441(53,4) VMware, I
Budko, Dmitriy; Chen, Xiaoxin; 
Monitoring execution of guest code 
in a virtual machine

8407476(259,1) Intel
Kozuch, Michael A.; Sutton, II, J
Method and apparatus for loading a
trustable operating system...

8423591(71,0) Prowness
Noonan, III, Donal Charles
Method and system for modularizin
g windows imaging format

8429198(263,4) CA: Dell
Sim-Tang, Siew Yong
Method of creating hierarchical
indices for a distributed object syst...

8429629(49,5) Red Hat, I
Drepper, Ulrich
In-kernel virtual machine for low
overhead startup and low resource...

8429638(23,0) IBM
Fulton, Mike S.
Instruction exploitation through load
er late fix-up

8429648(22,1) Red Hat, I
Schneider, James Paul
Method and apparatus to service a
software generated trap received b...

8433555(77,1) CA: Sony 
Sargaison, Stewart
Processor emulation using fragmen
t level translation

8443156(6,3) VMware, In
Adams, Keith; Rihan, Sahil
Virtualization system using hardwar
e assistance for shadow page table...

8495418(203,10) Brocad
Abraham, Vineet M.; Chin, Bill Yi
Achieving ultra-high availability usin
g a single CPU

8504703(12,1) CA: Micro
Vega, Rene Antonio; Traut, Eric 
Systems and methods for instructio
n sequence compounding in a virtu...

8521084(9,1) NXP B.V.
Wane, Ismaila
Methods, systems and arrangemen
ts for wireless communication with...

8521504(8,1) VMware, In
Chen, Xiaoxin; Rihan, Sahil
Method and apparatus for managin
g registers in a binary translator

8522044(160,0) Intel
McKeen, Francis X.; Smith, Lawr
Mechanism to handle events in a
machine with isolated execution...

8522239(33,2) Parallels 
Dobrovolskiy, Nikolay N.; Omely
Methods and systems for safe
execution of guest code in virtual...

8533777(238,0) Intel
Fish, Andrew J.
Mechanism to determine trust of ou
t-of-band management agents

8543772(166,4) Intel
Cota-Robles, Eric C.; Glew, Andy
Invalidating translation lookaside
buffer entries in a virtual machine (...

8543843(69,9) Sun Micr
Cheng, Yu Qing; Favor, John Gr
Virtual core management

8544004(26,8) Scalemp 
Fultheim, Shai; Zlotogorski, Herb
Cluster-based operating system
-agnostic virtual computing system

8544023(270,4) Dell Sof
Sim-Tang, Siew Yong; Fraisl, Da
Management interface for a system
that provides automated, real-time,...

8566825(27,3) IBM
Bozek, James J.; Stephens, Rob
Dynamic migration of virtual
machine computer programs upon...

8577845(53,5) CA: Verit
Nguyen, Sinh D.; Naftel, Timothy
Remote, granular restore from full
virtual machine backup...

8607299(33,0) CA: Micro
Baker, Arthur H.
Method and system for enforcing a
security policy via a security virtual...

8612970(46,0) Red Hat, I
Drepper, Ulrich
Purpose domain for low overhead
virtual machines...

8631066(107,7) VMware, 
Lim, Beng-Hong; Bugnion, Edo
Mechanism for providing virtual
machines for use by multiple users...

8639915(303,0) Intel
Graunke, Gary L.
Apparatus and method for distributi
ng private keys to an entity with min...

8639974(269,0) Dell Sof
Sim-Tang, Siew Yong
Method and system for virtual on
-demand recovery

8645688(227,1) Intel
Sutton, II, James A.; Grawrock, D
System and method for execution o
f a secured environment initializatio...

8650167(265,1) Dell Sof
Sim-Tang, Siew Yong
Method and system for data reducti
on

8650375(6,0) Hitachi
Hattori, Naoya; Moriki, Toshiomi;
Virtual machine control program an
d virtual machine system

8671166(81,0) Prowess 
Noonan, III, Donal Charles
Methods and systems for deploying
hardware files to a computer...

8671275(160,0) Intel
McKeen, Francis X.; Smith, Lawr
Mechanism to handle events in a
machine with isolated execution...

8694637(93,0) Parallels 
Beloussov, Serguei M.; Protasso
Virtual private server with CPU time
scheduler and isolation of system c...

8694797(31,1) CA: Leno
Challener, David C.; Davis, Mark 
Method for preventing malicious
software from execution within a c...

8712970(269,5) Dell Sof
Sim-Tang, Siew Yong
Recovering a database to any point
-in-time in the past with guaranteed...

8719069(9,0) Brocade C
Buragohain, Saumitra; Gnanasek
Method and apparatus for providing
virtual machine information to a net...

8726101(7,0) Samsung E
Ahn, Hyun-Joo; Jeong, Jae-Hoo
Apparatus and method for tracing
memory access information...

8732311(16,0) Quanta C
Lam, Barry; Chang, Ted
Network object delivery system for
personal computing device...

8732607(45,5) Parallels 
Grechishkin, Alexander V.; Kuzki
Seamless integration of non-native
windows with dynamically scalable...

8739156(31,2) Red Hat Is
Frank, Shahar
Method for securing the execution 
of virtual machines

8751752(166,0) Intel
Cota-Robles, Eric C.; Jeyasingh, 
Invalidating translation lookaside
buffer entries in a virtual machine s...

8763115(41,1) VMware, I
Budko, Dmitriy; Chen, Xiaoxin; 
Impeding progress of malicious gue
st software

8768684(3,0) Sony
Mitsuzawa, Atsushi; Matsuyama,
Apparatus, method and program for
processing information...

8769155(203,8) Brocade
Nagappan, Senthil Kumar; Kara
Techniques for synchronizing
application object instances...

8776050(67,34) Oracle
Plouffe, Jerry; Davis, Scott H.; Va
Distributed virtual machine monitor
for managing multiple virtual resou...

8812677(10,0) Hitachi
Matsuzawa, Keiichi
Data processing method and
apparatus for remote storage syste...

8812907(21,10) CA: Stra
Bissett, Thomas D.; Leveille, Pau
Fault tolerant computing systems
using checkpoints...

8813069(26,0) Red Hat, I
Schneider, James P.
Migration of functionalities across
systems...

8819647(33,1) IBM
Mitran, Marcel; Sheikh, Ali I.
Performance improvements for
nested virtual machines...

8832692(29,0) ScaleMP 
Fultheim, Shai; Zlotogorski, Herb
Cluster-based operating system
-agnostic virtual computing system

8843727(15,0) Intel
Schoinas, Ioannis; Neiger, Gilber
Performance enhancement of
address translation using translatio...

8856473(10,1) Red Hat, I
van Riel, Henri Han
Computer system protection based
on virtualization...

8881134(43,1) IBM
Excoffier, Franck; Groover, Mich
Updating elements in data storage
facility using predefined state mac...

8910163(43,0) Parallels 
Grechishkin, Alexander V.; Korya
Seamless migration of non-native
application into a virtual machine...

8924534(28,2) VMware, I
Suri, Salil; Chilkoti, Harish; Shriv
Resource optimization and monitori
ng in virtualized infrastructure

8924728(295,0) Intel
Brickell, Ernest F.
Apparatus and method for establish
ing a secure session with a device...

8959505(52,1) IBM
Excoffier, Franck; Groover, Mich
Updating elements in data storage
facility using predefined state mac...

8972347(269,0) Dell Sof
Sim-Tang, Siew Yong
Recovering a file system to any poi
nt-in-time in the past with guarante...

9009483(273,0) Intel
Wood, Matthew D.; Brickell, Erni
Replacing blinded authentication
authority...

9020801(26,0) Scalemp 
Fultheim, Shai; Zlotogorski, Herb
Cluster-based operating system
-agnostic virtual computing system

9026848(257,0) Brocade
Abraham, Vineet M.; Chin, Bill Yi
Achieving ultra-high availability usin
g a single CPU

9027121(258,0) IBM
Hammer, John M.; Ge, Rixin; Bur
Method and system for creating a
record for one or more computer s...

9081602(25,2) Parallels 
Omelyanchuk, Andrey A.; Torma
System and method for starting a
cloud-based virtualization system...

9087000(225,2) Intel
Robinson, Scott H.; Espinosa, G
Accessing private data about the st
ate of a data processing machine fr...

9094221(268,3) Brocade
Dholakia, Mehul; Yeung, Wing-K
Synchronizing multicast information
for linecards...

9098698(64,0) George M
Ghosh, Anup; Huang, Yih; Wang
Methods and apparatus for applicat
ion isolation

9104619(268,3) Brocade
Chin, Bill Ying; Ratner, Ilya; Desa
Persisting data across warm boots

9116633(124,2) Commv
Sancheti, Ashwin Gautamchand;
Information management of virtual
machines having mapped storage...

9143335(286,0) Brocade
Pudiyapura, Ajeer Salil
Multicast route cache system

9183524(52,0) CA: Micro
Carter, Stephen R.
Imaged-based method for transport
and authentication of virtualized w...

9203690(286,0) Brocade
Chin, Bill Ying; Retter, Dan N.; M
Role based multicast messaging
infrastructure...

9213513(48,3) Microsoft 
Hartz, George; Fontana, Eric; Fu
Maintaining synchronization of virtu
al machine image differences acros...

9213563(21,0) Unisys
Jennings, Andrew T.; Caldarale, 
Implementing a jump instruction in 
a dynamic translator that uses instr...

9223600(6,0) Hewlett Pa
Ross, Jonathan K.; Morris, Dale 
In-processor dynamic address
redirection table for substituting ins...

9251002(125,0) Stratus 
Manchek, Robert; Haid, Steven; 
System and method for writing
checkpointing data...

9274851(288,0) Brocade
Cheung, David; Kancherla, Mani 
Core-trunking across cores on
physically separated processors all...

9276756(288,0) Brocade
Dholakia, Mehul; Yeung, Wing-K
Synchronization of multicast
information using incremental upda...

9280375(18,0) Google
Youseff, Lamia A. M.; Maccarron
Dynamically adjustable virtual
machine...

9286080(27,0) HP Devel
Barde, Kaushik C.
Memory management for hyperviso
r loading

9311313(30,1) VMware, I
Le, Bich Cau; Khandekar, Dilip; 
System and method for converting 
a physical disk to a virtual disk

9323550(110,1) VMware, 
Lim, Beng-Hong; Bugnion, Edo
Mechanism for providing virtual
machines for use by multiple users...

9348767(223,0) Intel
Robinson, Scott H.; Espinosa, G
Accessing private data about the st
ate of a data processing machine fr...

9361121(231,0) Intel
Sutton, II, James A.; Grawrock, D
System and method for execution o
f a secured environment initializatio...

9392078(49,0) Microsoft 
Seliger, Rob; Hartz, George; Fon
Remote network access via virtual
machine...

9411624(19,0) Red Hat Is
Tsirkin, Michael S.
Virtual device interrupt hinting in a
virtualization system...

9430642(15,0) Microsoft 
Hepkin, David A.; Kishan, Arun U
Providing virtual secure mode with
different virtual trust levels each ha...

9451023(168,0) Commv
Sancheti, Ashwin Gautamchand;
Information management of virtual
machines having mapped storage...

9477505(21,0) Oracle
Eidus, Izik; Shatz, Leonid; Fishm
Method for reducing the overhead
associated with a virtual machine e...

9519562(38,0) VMware, I
Isci, Canturk; Wang, Chengwei; 
Process demand prediction for
distributed power and resource ma...

9547485(96,0) Prowess 
Suzuki, Aaron T.; Johnson, Nath
System and method for deploying a
virtual machine...

9558021(23,0) France Te
Li, James
System and method for cross
-platform application execution and...

9563514(163,0) Commv
Dornemann, Henry Wallace
Assignment of proxies for virtual
-machine secondary copy operation...

9582310(19,0) Brocade 
Bhuyan, Prasanta Kumar David
Method and apparatus for determini
ng the identity of a virtual machine

9588657(47,0) Parallels 
Grechishkin, Alexander V.; Dobr
Seamless integration of non-native
windows with dynamically scalable...

9588844(150,0) Stratus 
Bissett, Thomas D.; Leveille, Pau
Checkpointing systems and method
s using data forwarding

9588972(180,0) Commv
Dwarampudi, Bheemesh R.; Kot
Efficient data management
improvements, such as docking lim...

9600265(56,0) IBM
Excoffier, Franck; Groover, Mich
Updating elements in data storage
facility using predefined state mac...

9619349(322,0) Brocade
Zhou, Bill Jianqiang; Mahoney, 
Biasing active-standby determinatio
n

9652338(143,0) Stratus 
Bissett, Thomas D.; Leveille, Pau
Dynamic checkpointing systems an
d methods

RE43103(102,12) CA: Ro
Rozman, Allen F.; Cioffi, Alfonso
System and method for protecting a
computer system from malicious s...

RE43500(113,4) CA: Ro
Rozman, Allen F.; Cioffi, Alfonso
System and method for protecting a
computer system from malicious s...

RE43528(113,2) CA: Ro
Rozman, Allen F.; Cioffi, Alfonso
System and method for protecting a
computer system from malicious s...

RE43529(112,3) CA: Ro
Rozman, Allen F.; Cioffi, Alfonso
System and method for protecting a
computer system from malicious s...

RE43987(111,0) CA: Ro
Rozman, Allen F.; Cioffi, Alfonso
System and method for protecting a
computer system from malicious s...


